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Determining our Future Now
. Step 1-Rebuilding Our Foundational
foasonmerue. 1€ChNoOloOgy Infrastructure Now

Ensugng Excellent 1. High Speed Internet 10/1-Q1
e 2. Oxnard.org Now-Q1
c . A - 3. IT Master Plan Q4
) te ort, / tability
PO ind Value Systems 4. Agenda Process Now-Q1
5.

CRM - Oxnard311 Now-Q1
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IT Master Plan Relevance to
Organizational Assessment

¢ The Organizational Assessment by
Management Partners makes
128 recommendations

*** The IT Master Plan directly address items P1A-14, P1A-24,
P1A-25, P1B-29, P1B-30 & P2-17

*** And many other recommendations indirectly
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Recommendation 14 of Six Month Plan (Priority 1A):
P1A-14 Ensure the full functionality of the purchasing technology system is
addressed as a component of the NexLevel review. ITMP Project

\Recommendation N-12 & N19. See ERP Analysis for details.
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Recommendation 24 of Six Month Plan (Priority 1A):
P1A-24 Develop an Information Technology Master Plan with a funding
plan to effectuate timely replacement of information technology assets.

\ITMP Recommendation 4-1.
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Recommendation 25 of Six Month Plan (Priority 1A):
P1A-25 Create a process to notify the Information Technology Division
when an employee leaves Oxnard employment. ITMP Recommendation
5-10 covers need to review and update policies and procedures.
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Recommendation 29 of One Year Plan (Priority 1B):
P1B-29 Create an Information Technology Director position with

department head status.

ITMP Recommendation 2-1.
\_ J
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/Recommendation 30 of One Year Plan (Priority 1B):\

P1B-30 Develop a governance structure comprised of an executive

committee and a technical committee as follows:

1) City department heads that will provide advice on Citywide

Information Technology priorities, and

2) department liaisons serving as a technical committee to ensure

the department head priorities are implemented and coordinated.
\Aligns with ITMP Recommendation 1-1 & 1-3. /
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: S e Recommendation 17 of Three Year Plan (Priority 2):

S =200 P2-17 Examine the opportunities and benefits of consolidating all

= or most Information Technology staff in one department after the
new Information Technology Department proves itself. ITMP
\Recommendatlon 2-2. )
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Project Background

*** Information Technology Master Plan (ITMP) provides
strategic direction for Information Technology

*** Previous IT Master Plan was adopted by Council in 2009
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Project Background

¢ Following a comprehensive RFP process, NexLevel Information
Technology, Inc. was selected to be the vendor in 2014

¢ Council approved agreement with NexLevel on Jan. 27, 2015

** Scope of this agreement was amended on Mar. 23, 2015 to
include a survey of the Police IT group and the inclusion of
projects from Police, Library & Housing
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ITMP Approach

I Project Approach: Phases and Tasks I Deliverables

E 1.1 = Planning Meeting . e Work Plan
o 1.2 — Work Plan Development and Review .
= v Documents List
= 1.3 = Documents Request v Kickoff Meeting Presentation
e 1.4 — Kickoff Meeting ! ing :
2.1 = Conduct "Woice of the User” Survey
;g B Egngu?t Eusmesds ITithqolcgyF;Asse;?megF:P Syst v “Voice of the User” Survey
= ondu ocused INterviews Regarding ystem v Draft / Final Survey Results Report
2.4 = Perform IT Assessment . .
. . . . v ERP Alternatives Analysis Report
2.5 = Review IT Support Services of the Police, Housing P .
- IT Support Services Memorandum
and Library Departments » Draft / Final IT A it
2.6 — Conduct Management Briefing with City Project Sponsor ra na ssessment Report
2.7 — Prepare IT Assessment Report
,E 3.1 = Prepare Prioritization Workshop v IT Project Listing
3 3.2 — Conduct Department-level Project Reviews v Planning and Prioritization Workshop
= 3.3 — Conduct Planning and Prioritization Workshop v Draft /Final IT Four-Year Master Plan
E 3.4 — Prepare Information Technology Four-Year Master Plan
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Data Gathering Process

= Voice of The User Survey(s) = ERP Alternative Analysis Report
= Management/Department Interviews = IT Support Services Analysis Memorandum
= Central IT Division Interviews = Central IT Assessment Report Containing:
= Community Meeting * Gap Analysis
= NexLevel Review of IT Documentation *  SWOT Analysis

(Policies, Procedures, Agreements) (Strengths, Weaknesses,

Opportunities, Threats)
* Recommendations
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IT Best peivery

Capacity Management
° Business Change Management
Tech I Root Cause Analysis TeChnOIOQy
echno s Hours of Service Governance
Applications Service Levels
Help Desk , IT Oversight
Standards \ Traming y IT Strategic Plan
COTS Products Government Strategy
Application Support Strategic Business Plan

Application Effectiveness h Enterprise Project Management
Internal and External Communication

IT Best

: Practices
Security Administration

Emergency Operations Center Procurement and Contracts
Mobile Device Management Technical Documentation
Patch Management 4 \ Inventory Management
Business Continuity y Policies and Procedures
Facilities and Data Infrastructure License Management

Disaster Recove Vendor Management
Y Tactical Workplans

Network IT Organization
Budget

Cybersecurity
Data Backups
Network

Routers and Switches
Servers / Data Storage
Hardware Refreshment

Data Center Environment
Remote and Internet Access

1 1 Desktops, Notebooks, and Printers : (
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| Positive | | Negative |
_____ strengths
SWOT > Central IT staff has technical » Legacy business applications are dated
competence and need to be upgraded or replaced
. > Willingness and “can do” attitude > Limited City funding
A n a IyS I S » Strong customer-service orientation > Service levels not formalized
» Strong GIS services » Limited conformance to IT best
» Long-term employees have strong practices
understanding of City systems » Inconsistent management of technology
» Several departments have taken projects
strong lead in support of technology » Lack of IT staff and user training

» Mo citywide technology standardization
for software and hardware

» Replace HTE functionality with best > Budget constraints
breed COTS (Commercial-off-the > Cybersecurity vulnerabilities
Shelf) systems » Disaster and business technology
= Establish IT leadership continuity
» Alternative sourcing of some IT » Resistance to change
services » Absence of IT governance
» Improve business and operational » Mo single point of technology vision,
processes leadership and direction
» Integration of disparate applications » No replacement funding mechanism

v

Mobile technology
> Community engagement and e-
commerce
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Prioritization Workshop to Project Schedule

FY2017/18

YIDIS6_ (v 15 10 hine 36 0607 (1610 vne 27) TYI0IT/A8_ (e 1 10 e 0] Y2019 (v 3810 hene 151 =
s e e e e v n o v e e o i s
S —— b A
LEGEND: # Project Planning ™ Project Work > Post Implementation Evaluation Review =
The projects kentifiad as starting in a Fiscel Year in Figure 10 have been further broken down by Project Planning. Project Work and Post Implementaton Evaluation Review phases.

Fyia/1s FY 2015/16 FY 2016/17 FY 2017/18 FY 2018/19 Future
Qs ai az as Qa a1 @ @ @ @ @@ a3 @4 a1 Q2 a3 aa

ASONDJFMAMI JASONDIJ FMAMI) JASONDJ FMAMJ

Fiber

Vado
Upgrades.
Cradie Card Py (Remote Locations)

Project
F T e | el B B I I I T B e I I Y

w21 |PACC Technology Upgrades. -m=ml=
ws |GIS Upgrada € SRi Vorsion - ===
] # |Housing mtrastructure Upgrades -l
wa|Mow Fire Station (T -l
1o |Mew Worki CAD 1 RIS Systems v.
= -
one | Frchities Work Ordar Systam
= mmm .-
w21 |Unitiey Biling Enhancements OO
Enterprise Resource Planning (ERP) Sys A O R R R O P RO O
17 | nasousmont (inchidas N7, H27. possibly 432) b bt ol e - - )
ssessssmmmnmn mmmnm
trsrsssmmmnmm me o
cerreremmmnmn mmmmo
cee e me e e e =D
In Process Project cesesmmmmmmmm= =0
e |Suzaeiies Exmis Cysintion? sessss o mmmnnn nnm"m
wz |Comta=] T =D sesesesommmnmn mnnn
ws [Ur ey cseommmmnnnnn mun
w14 | Storage Newwork Upgrade - Police +==0
w22 |Mobile Connectiviey for Housing Inspectors e mmmmmm = ==O
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Plan Strategic Projects

Ensures technology supports City’s needs
Spans across all Departments
Roadmap and Direction for the Future

@ Strategic Projects

47 Master Projects included in ITMP
22 In-Process Projects and 52 New Projects make
up the 47 Master Projects

14 g NnEXL=v=e
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Figure 10 — Projects by Fiscal Year

= | P 2018118  Lhuby *LY in hune ‘18] FY 20817 "18 b bane "1 P B00/18 by 17 0 bune 18] B 19 18 ba fuane 19
sl nu 1 . N i wr [0 e o e [ e 11 1m Y e
- Tech -:-‘r " Beak FF nare Fanding (Includes K, M“H -

1PLE- Wicle Area Natwork] Fiber Comnection Liprades

1P - Pubiic Works integrated Master Plas (inchdes IPLE, N5, 10, K11, K21, 445, W48, W52, NED)
|IP23 - PACC Techwology Upgrades

1P2 - GI5 Upgrade E53) Version

=1 infeastrctues

18- hew Fire: Seation IT Requirements

m.hmmmf.ﬂ.mg

P24 Utilty Blling Eshancerents
NIS- ERP!  Aiars Pt N7, 2T

e Projects by

NIE- Emal Eral | Eomolidation ]

== Fiscal Year

W7D e el W3]
(M58 Dowmton We st |

TP - Wikl Data Computers For Police Vaicies
- (P20 intelligend Trangportatien Software Upgrades
s Final 32 - Lueel Masagoerimt anel Do imiiag (Posibly past of K19 1
2 AssetiWorks for Flewt PIER
Tratfic Aceichennt | incident Data

i 3 - Troe Counter Kk for Police
Enitarprite Propct WED - inbermal Afavs Soltwart
| e B B ik o e oo [ A
i Process Project [ ST - Wi Vit 'GP | Gh Camies EXanpamasney (1KE1G0KS 153 |
WA Rutomated Wieter Rrading for Wates
P12 - Recyced Water Biling
s o W3- Ramsed Wit nding b Uiy bl e LW |
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¥ = kS ¥
3 = 3 o3 T = g
= Project Titles = %= £ £3 £
g = 5 £3 £ = s = J 5
= (Numbering may be non-sequential or Missing due to Project E = = - = E5
= Prioritization Workshop activities. Projects were removed, = 5 == s s =
combined or may have moved from IF to N or N to IP.) i L3 = = = 2 g
£ E] g 5F g
S = 5= 5= £
& = = =2
IP1  |Public Works Integrated Master Plan Project Urilities / water " s 000 [ 5 10,000 Operations Al
IP2  |GIS Upgrade ESRI Version = = =
IP3  |Cltywide Video Survelllance/Access Security E3 = e by = = z
|P4 | Technolomy Harchvars Repiscements and Futurs Fur | .+ = Project Titles T3 E3 £3 H = -]
g £ £ 2 = = =
2 F | (NumbBering may be non-sequential or missing dus 1o Project = = = = =
s e Z E | Priortation Workshop activites. Projects were removed, B ‘—;— = r = = %
IP7 | Mobile Data Computers (MDCs) for Police Vehicles E sombinad or may have moved fram 1P ta Nor N te 1P,) 2= is = z g
= = = = £ &
IPE  |Upgrade Current 5-1-1 to Next Generation 8-1-1 = - = = —
IP9  |New Fire Station (ITRequirements) 3 g -
N32  |Land Mansgement and Permitting Sy stem 5 s = = E 2
IP10  |New World Systems CAD/RMS v. 11 Uparade g £ . e 'g H g E E
Room . A = =
IP11 |OnsSI Video Management Replacement N33 |LErany & HR Meting ANV Eauipment N ow Project Titles s a3 £ 3 E S 2
-} |
iz i N34 |Lieary seir Checkout ﬁ g may be missing due to Project g g H X Es H
Prioritization Workshop activities. Projects ware removed, = = s = 8= . =
N35  |License Plate Recognition i 5 - 8 2
tF14 [Srovmowbwwethitine modwiCetos) & combined or may have moved fram IP to N or N to IP.} g 5 %8 - 5 2 £
\p1s | Sturels Network Vides Recording (HVIR) System N3G |Establish a Makerspace at the Library s 5 S5 S35 g E
& 5 =
2 -
IP16 |Valve Management and Maintenance System N37 e s g & -
IP18 |Wide Area Network / Fiber Connection Upgrades Development
NaD JRCH Lapep Ry for PelicalT N51 |Traffic Accident/incident Data Services/TrafficEngingering | L | S 25 |8 0 T80 Traffic Engineering
IP19  |Facilities Work Order System - GPS Phones eratinn
gl LT T e St 1
1P20  |Intelligent Transportation System (1. T.S.) Software U N52 [T System an v o P " L e e e 7% TeD PBarks and Facilities / Public
acilities
N43  [Implement Tools for Public Communications o
N55 |Video Conferencing at Library Library L ] 25|35 50 T8D Library / AN
N44  |Radio Infrastructure Asssssment and SUPPoTt Tty Manager’s Office /
N5S6 |Virtualization & Storage Area Network (SAN) M s 75 |5 100 CIP Project Central IT / A
NA45 |Radio Frequency ID (RFID) for Library Materisls CantraliT
rais z Utilities / Environmental
nas  |EEER I N57 |Waste Vehicle GPS | Dash Camera Enhancements e [ s0|s 75 TBD Environmantal Resources
ilities / i J
NA47  |Scheduling Application for Police NS8 |W aste Vehicle Routing System b LR' Lﬂ" r:;""‘ ol ™M s 7s|s 100 T8O Enviranmental Resourc es
esou
NAS  |SoiidWaste Management System ! ® er's Office /
N59 | Downtown W i-Fi Pilot Project City MJ{_","fL ",? e H % 25 |5 50 TBD Central IT / Al
NS0 |Citywide Time and Attendance System Ll
NGO |Sewer Asset Management and Maintenance System Utilities ™M s 50 |5 75 T8D Utilities
5,52
515
Total InProcess and New Projects 3 15.038
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Customers (External)

Operations (Internal)

INFORMATION TECHNOLOGY

32%
Service Delivery

Infrastructure
34%

Maturity Levels Legend

IVAIEERN service | Proactive | Reactive




CITY OF

OXNARD INFORMATION TECHNOLOGY

CALIFORNIA

|

** Technology Governance (Oxnard 33% Maturity)

v Re-establish a Technology Governance Committee (TGC)
v Create a TGC charter to establish rules for engagement

v" Adopt “Best Practices” to strengthen technology maturity

v" Adopt formal Project and Change Management Principals
*»» Business Technology Applications (Oxnard 25% Maturity)

Create an application portfolio and monitor systems abilities to meet
current and future requirements

v" Implement a formal (simple) project and software change management
process

v' Complete Enterprise Resource Planning (ERP) assessment and
possible replacement

% Central IT Assessment Results
<

v" Adopt user and IT staff training budgets for software systeﬁx—-
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% *»» Service Delivery (Oxnard 32% Maturity)

$ v’ Create tactical operational blue prints for day-to-day operations

f v’ Create and publish an IT Service Catalog to set expectations for IT

C support

GEJ v Develop a standard set of technology usage, platforms, policies and

\ procedures citywide

g v Continue to evaluate potential alternative service providers in support of
é’t’ technology

— o ’ ¢ Infrastructure (Oxnard 34% Maturity)

% \éﬁ v Formalize a technology lifecycle strategy and budget annually

RN N v" Adopt measures to assure the City is addressing the City fiber network
= ~ G o e :

Q v" Develop regular monitoring activities for utilization and capacity

O planning

19 =X =ven
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** Security (Oxnard 36% Maturity)

T v Budget for and conduct third party network penetration and cyber

Al E}E security tests

SM,, v ‘5 v" Address network firewall equipment replacement

L | 9 v" Provide awareness of the steps that employees should take to safeguard
G e City information and assets

v" Adopt a more formal approach to the management of mobile devices

** Administration (Oxnard 20% Maturity)

v" Conduct IT organizational analysis under new IT Director leadership and
° consolidation of siloed IT groups

v’ Create a formal Disaster Recovery Plan (DRP) and develop a technology
Business Continuity Plan (BCP)

v' Complete operational documentation
v Oversee further adoption of best practices recommendatiig(—-

B8 Central IT Assessment Results



OXNARD INFORMATION TECHNOLOGY
WA

Assessment Recommendations

&

L)

*

Implement IT governance

L)

e

*

Complete an IT organization analysis

4

\/
2

Plan for IT operational improvements

L)

\/
0’0

Address infrastructure and hardware modernization

&

Adopt additional IT operational best practices

S
*

\/
’0

Deliver cybersecurity and mobile device management

L)

\/
0’0

Complete HTE functional assessment and implement subsequent
recommendations, which may include system(s) replacement
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Next Steps
** Developing a funding plan

* Returning to Council on January 26, 2016 with
recommendation

22 ~NEXL=v=n
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Staff Recommendation

** Receive presentation of Information Technology
Four-Year Master Plan

23 ITMP Council Presentation 4



